IO MINI-QUICK INSTALLATION GUIDE

i Multitel

IO mini

Installation Guide

Poucradty 143 PLATFORM

2024-07-17



IO MINI-QUICK INSTALLATION GUIDE

i Multitel

CONTROL SHEET
I

2024-07-10 iO mini

Poucradty 143 PLATFORM 2004-07-17



IO MINI-QUICK INSTALLATION GUIDE

i Multitel

TABLE OF CONTENTS
L0700 8 210 T IS o | ] 2
- 1 o1 3
L U 3
1. Hardware INStallation ...t 4
1.1 Preparing to Install iO MiNi.....cccciiiiimiiiirir e 4
1.2 iO mini Rack Installation ..o s 5
1.3 iO mini Power and Groud ConnectioN...........cccccimmmmnninnninisssssne s 7
1.3.1 Wiring the iO MINL.........coo e s 8
2 Network Configuration........ccccecmiiiiismmninncss s s 9
2.1 iO MINI NETWORK SETTINGS ......cooiiiiiiiiimsinsssssssssssssssssssssssssssssssssssssssssssssssssssnssssnnns 9
2.2 lan configuration.........ccci i ——————————————— 10
2.3 00 1 | 13
24 ETH-1 CONFIGURATION ......ccooioieiieiseessssssssssssssssssss s s sssss s s s s s ssssssssssssssssssnssssssnsnsnsnnnns 14
25 NETWORK VALIDATION.....cctittieeemssssmsssnsssssssssssssssssssnsssssssssssssssssssssssssssnssssssnsssssnnnns 15
2.6 DEVICE CONFIGURATION.......ccoitiiiimmmmmmsssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssnnnns 15
3 Monitoring and TRAP FOWarding........cccccerrrrrrsssssnssssnsssssssssssssssssssssssnes 18
3.1 1[0 3 L € 43T 18
3.2  TRAP FOWArding ....ccoeemeeerrrmmiisssssnmsnsssmnssssssssssssss s ssssssssssssssss s sssssssssssssss s s ensssssssnnnnns 21
4 LDAP Configuration ... sssssssssssss s ssmss s e 22
4.1 I 22
5 installation and Commissioning checklist...........ccccuvimiriiinsnnnnnisesnneeeenn, 24
TABLES
Table 1: Power ConNECIOr PINOUL .....cooi it e e et e e st e e st e e eneeeeneeenneeens 7
Table 2: 10 mini PoOwer REQUIFEMENTS ...ttt e s b e e s sneeee e 7
Table 3: 10 Network Factory SettiNgS......coo it bbb 9
Table 4: FACtory Credentials ... oottt e s ne e sbe e e nae e e 13
Table 5: New IP Configuration (ETH-1) ...t 14
Table 6: OSP CabiNets LAN DEVICES ......cooiiiiiiiiiiie ittt sttt b s e e e e 15
Table 7: LDAP Username ALIDULE .........ooi ittt s 23
FIGURES
Figure 1: Rack Vertical INStallation ............ooiiieiiieee e e e 5
Figure 2: Rack RU INSTAIIAtION ........veieiiiiiee ettt e e e e s 6
Figure 3: 1O MinNi POWET FEEA...... ettt sttt e b e et e e s be e e saneeeaneas 7
Figure 4: 10 mini GrouNd Cable...........oo i bbb et e s be e saeeeeaeeas 8
Figure 5: LAN CONNECHON ...ttt ettt ae e ab e s b et e s abe e e be e e eaee e ebeeesnneesnee 10
Figure 6: i0 mini Back Ethernet POt ... .. ..ot e s 11
Figure 7: Changing IPv4 Properties 0N PC ... .ottt et 12
Figure 8: IP Address in G00gIe CNIOME ........ooiiiiiiiieiie et e e 12
Lo O LI T o T 1 1o OO PR PP 13
Figure 6: 1O mini OSP ConfIQUIatioN ........cooiiiiiiieie e e 17
Figure 7: DC Plant Controller and BMS WeED ACCESS .......ceviiiieiiiieiieie e 17
Figure 8: DC Plant Controller and BMS Web INterfaces .........cccoooivriiiiie i 17

Poucradty 143 PLATFORM

2024-07-17



IO MINI-QUICK INSTALLATION GUIDE

i Multitel
1.HARDWARE INSTALLATION

1.1 PREPARING TO INSTALL IO MINI

In accordance with Articles 100-16, 100-17, and 110-18 of the National Electrical Code,
ANSI/NFPA # 70 1987, this equipment should be installed in a restricted access area. It
should be installed by qualified personnel as close as possible to the equipment to be
monitored to reduce cabling and installation time. These are maximum distances that
should not be exceeded to maintain the highest level of performance.

Table 1 - Maximum Distances

Logic Ground 24,26 2000 ft

Input Power 22, 20 twisted pairs 250 ft
Cat-5 328 ft*
RS-485 22, 24 twisted pairs Up to 4000 ft**
NOTE *

Ethernet Maximum Distance is specified at 328 ft, but depending on the configuration, it
may be possible to reach greater distances though not guaranteed. Therefore, it is
recommended to use a booster or a router/switch at each 328 ft to stabilize the network.

NOTE **
RS-485 Maximum Distance will depend on the baud rate. The greater the baud rate is,

the lower the maximum distance will be.

Before proceeding with the iO mini's installation, it is important to have a good
understanding of the possible device relationships and interconnections with third-party
smart devices. This type of information can be found in engineering or interconnection
diagrams, methods of procedure, or other specific application guides.

For additional support, do not hesitate to contact the Multitel Customer Service
Engineering Group at support@muliitel.com.
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1.2 10 MINI RACK INSTALLATION
There are two ways to install the bracket: vertically or horizontally.

The bracket for a horizontal installation is a 19-inch bracket.

The 19-inch bracket can be installed directly on either the left or right rail of the rack
without requiring any RU spaces.

Figure 1: Rack Vertical Installation

_ MMultitel
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The bracket can also be installed within a single RU if there is available space.

Figure 2: Rack RU Installation

The bracket can be installed and used in different rack types.
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1.3 10 MINI POWER AND GROUD CONNECTION

The iO mini has one power feed (J1).

Figure 3:iO mini Power Feed

POWER  ETH-2
2 SC\Vdc

The input voltage range is between 18-60V DC. The input has reverse polarity
protection, but the correct polarity should always be utilized.

Table 2: Power Connector Pinout

PIN

Connectors Description
(left to right)

Negative Feed
2 (+) Positive Feed

Logic Ground: Only used with EXP card
binary inputs.

Table 3:i0O mini Power Requirements

Typical Input Input Voltage Max Power
Max Current
Voltage Range Consumption
-48Vdc +18Vdc to +60Vdc | Without 12Vdc output | Without 12Vdc output | 1 1/3 A Max.
333mA at 18Vdc 6W
125mA at 48 Vdc With 12Vdc option
With 12Vdc option 12W
666mA at 18Vdc
250mA at 48 Vdc
Ta
Powered by Iv | PLATFO RM 2024-07-17
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1.3.1 WIRING THE 10 MINI

The iO mini is powered by a continuous 18 to 60Vdc power source. The module is
equipped with a single feed J1. The Power Input status can be found in the General
Parameters — System Information.

Through the use a wire-stripping tool, strip each of the two wires coming from the DC-
input power source to 0.25 in (6.3 mm) + 0.02 in (0.5 mm). Do not strip more than 0.29 in
(7.4 mm) of insulation from the wire. Stripping more than the recommended amount of
wire can leave exposed wire from the terminal block plug. Insert the wires into the terminal
block.

Connect the green wire to ground the device to your rack or ground bar.

Figure 4:i0O mini Ground Cable

Ground Cable
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2 NETWORK CONFIGURATION

2.1 10 MINI NETWORK SETTINGS

The iO web interface can be accessed via a web browser client (such as Google Chrome,
Firefox, and Edge). Note that Internet Explorer is not supported. The device can be
accessed via the two Ethernet ports. However, to access the iO web interface for the first
time, it is recommended to use the ETH-2 100 Mbps port.

Table 4:iO Network Factory Settings

J5

ETH-1
DCHP
1 Gbps
ETH-2
J2 192.168.1.2 255.255.255.0 192.168.1.1
100 Mbps
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2.2 LAN CONFIGURATION
The first step is to configure a Local Area Network (LAN) between the iO mini and the

user’s PC.
Figure 5: LAN Connection

Back
EI—

oIz

Led Led
Display Display
ETH-1 l J3 l J
N \ 4

| l !

usB UsB Power  Output
0TG HOST Led Display VDC

Front

L]
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To create a LAN connection between a PC and the iO mini, the user needs to connect an
Ethernet cable (CAT-5, CAT-6, or CAT-5e) between the iO ETH-2 (J2) and the user’s PC
Ethernet port.

Figure 6: iO mini Back Ethernet Port

COM B COM A

POWER  ETH-2
8-60vcdc 100 Mbps

Once the Ethernet cable is connected to both ends, activity lights should blink on the iO
mini ETH-2 port. If there is no activity, please check the connection and the cable.

The next step is to create the actual LAN configuration between the iO and the user’s PC.
This can be done on a Windows PC:

Go to the control panel;

View by: Large icons; Viewby: Largeicons =
Click on Network and Sharing Center;
Change adapters settings;

Identify the Ethernet port connected to the iO;
Optional: Disable any other connections (Wi-Fi);

Right click on the Ethernet port;

Click on properties;

. Click on Internet Protocol Version 4 (TCP/IPv4);

10. Click on properties;

11.Click on “Use the following IP address”;

12.Change the IP address and Subnet mask to 192.168.1.100 & 255.255.255.0; and
13.Click on OK.

KA Network and Sharing
. Center

CoNoOOR~WN
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Figure 7: Changing IPv4 Properties on PC

Internet Protocol Version 4 (TCP/IPvd) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 1 . 100
Subnet mask: 255,255 .255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: |:|

Alternate DNS server: l:l

[Jvalidate settings upon exit Advanced...
Cancel

By changing the IPv4 of the PC to 192.168.1.100, a LAN connection is created between
the user’'s PC and the iO mini front Ethernet port (192.168.1.2).

To validate the LAN connection:

1. Open Google Chrome (or your preferred browser); and
2. Input 192.168.1.2 in the address bar.

Figure 8: IP Address in Google Chrome
& MNew Tab ® +

C @ 192.168.1.2

L)
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LOGIN

2.3

Once the default IP address is entered in the address bar and the LAN configuration has

been properly configured, the user can access the iO mini login page.

Figure 9: Login

The factory credentials are the following:

Table 5: Factory Credentials

Credentials

Username

Administrator

Password

Poweredty §eg PLATFORM
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2.4 ETH-1 CONFIGURATION

Once the Login process is completed:

Click on Settings;m

1.
2. Click on Connections; ﬁ
3. GotoETH 1 -1 Gbps;
4. Change the Mode from DHCP to Static;
5. Change the network configuration to the desired IP address:
Table 6: New IP Configuration (ETH-1)
IP Address XXX XXX XXX XXX
Subnet Mask DHCP 255.255.255. XXX
Default Gateway XXX XXX XXX XXX
6. Click on “Save”;
7. Save a screen capture of the new ETH-1 configuration;
8. Click on “Reboot”; iC serTings
9. Reboot process will take around 90 seconds; and
10.Wait until the Login Page appears.
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2.5 NETWORK VALIDATION

Connect the blue cable to your switch (see blue network cable in photo);
Connect to your Network;

Open your web browser;

Input the new IP address in the address bar; and

The iO login page should appear.

Network Cable

Al A

3dA10L10¥d

2=
<
o3
S 3
32
&
PE
S -

2.6 DEVICE CONFIGURATION

1. Change the IP addresses of the DC Plant Controller and BMS devices according
to Table 7.
Table 7: OSP Cabinets LAN Devices

DC Plant NetSure NCU NetSure NCU Vertiv 192.168.1.100
DC Plant Cordex Cordex CXCM1 Alpha 192.168.1.104
DC Plant Lineage Lineage SPS GE 192.168.1.103
BMS Servato BMS Servato Servato 192.168.1.101
BMS String 1/2 PBT SC4 Controller PBT 192.168.1.102

Poucradty 143 PLATFORM
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2. Connect the black cable labeled “BMS” to the Servato or PBT unit Ethernet port.

Validate that Ethernet port LED activity is present at the device and at the iO mini
switch.

3dA1010¥d

BMS Cable DC Plant Cable

o

Connect the black cable labeled “DC Plant” to the corresponding DC Plant
controller Ethernet port. Validate that Ethernet port LED activity is present at both
the device and the iO mini switch.

. Open a supported web browser.

Input the iO ETH-1 IP address in the address bar.

Log in to the unit.

ook~
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Figure 10:iO mini OSP Configuration

io DATA SOURCES ATL Lab-1 (OSP) IO mini 035440 WA

£ %68

s
et

=] ° NetSure NCU 0C Plant Netsure NCU SNMP Vertiv 192.168.1.100 =
(5] ° Cordex oC Plant Cordex CXCM1 SNMP Alpha 192.168.1.104 o

[ dccee )
=] ° Lineage ¢ Plant Lineage SPS SN GE 192.168.1.103 s

[ e rcoeee )
o ° Servato BMS BMS Servato SNmP Servato 192.160.1.101 )

[ et Accens |
o ° string 1 BMs PBT 5C4 Controlier SNMP Phoenix Broadband Technologies 192.168.1.102 .

[ wes Accese )
(=] ° string 2 BMs PBT 5C4 Controlier SNMP Phoenix Broadband Technologles 192.168.1.102 7

[ e Acceus |
o ° Netsure NCU 2100 DC Plant Netsure NCU SNMP Vertiv 192.168.1.108 s

v R

7. Click on Web Access on the right of the DC Plant Controller and BMS

Figure 11: DC Plant Controller and BMS Web Access

B L] Metsure NCU oc Plant MetSure NCU SNMF Vertlv. 192.168.1.100

8. The web interfaces of the DC Plant Controller or BMS should appear in a new tab
of the web browser.

Figure 12: DC Plant Controller and BMS Web Interfaces

PR P Y —————— aw 0 &

9. Confirm that the web interfaces of both the BMS and DC Plant controller are
reachable.

L)
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3 MONITORING AND TRAP FOWARDING

3.1 MONITORING

1. Make sure the cables are connected correctly to the device indicated per the
labels.

N

Log into the iO interface and, on the homepage, click on the three dots located in
the Actions column (upper right side of the dashboard), then click on “edit”.

iC DATA sOURcEs ATLLab-1 OSP)iOmini 023138 PM C‘°
®
o
O, Status s
=] ® NetSure NCU DC Plant NetSure NCU SNMP Vertiv 192.168.1.100 w
=] ° Cordex OC Plant Cordex CXCM1 SNMP Alpha 10.11.21.139
o ® Lineage DC Plant Uineage SPS SNMP GE 192.168.1.103 ?
[
=] ° Servato BMS BMS Servato SNMP Servato 192.168.1.101 a8
B L ] String 1 BMS PBT SC4 Controller SNMP Phoenix Broadband Technologles 192.168.1.102
=] L ] String 2 BMS PBTY SC4 Controlier SNMP. Phoenix Broadband Technologies 10.11.21.141 ?
T
Powered b PLATFORM
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3. Click first on the Disable/Enable toggle in the upper right side of the screen, and
then click on the “Save” button located on the lower left side of the screen to save
the Enable/Disable configuration of your device.

iC DATA SOURCES ATLLaDA ©SP) O min  0Z3224PM
& o " .
O,
Communication Protocol - SNMP
Polling Engine - Configuration
a

The iO mini units provided to Cox Communication were already uploaded with a
configuration file. Thus, the specified data points from the DC plants and the BMSs
should automatically be polled by the iO mini. In order to validate that the iO mini is
correctly polling your data points:

1. Click on the button located on the left side of each piece of equipment.

= 02:31:38 PM
iO DATA SOURCES ATL Lab-1 (OSP) IO mini :31:38 P Igo
- Q
O,
=] ° NetSure NCU oC Plant NetSure NCU NP Vertiv 192.168.1.100
a ° Cordex oC Plant Cordex CXCM1 snwp Alpha 101121439
P oecces |
a F) Lineage DC Plant Lineage SPS SNMP GE 192.168.1.103 =T
Vo Acceee
=] 9 Servato BMS aus servato SN Servato 192168.1.101 s
[ e Access |
a ° string 1 ams PBT SC4 Controller sNmP Phoenix Broadband Technologies 192.168.1.102 =
a ° string 2 Bus PBT SC4 Controller snmp Phoenix Broadband Technologies 104121441
]
conseary §¢3 PLATFORM
2024-07-17
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Once this is completed, the available data points for the equipment will be
displayed.

s G @ ANotwows 101121131 e * D a i
§O DATA SOURCES | [:nbonrd ATLLab-1 (OSP)iOmini 03,5440 M
170]
o [ [
g == sexc o I
Q. Status Equipment Name Equipment Category Equipment Model Communication Protocol Manutacturer Equipment IP Address. Actions.
o L] NetSure NCU DE Plant NetSure NCU SNMP ety 182.168.1.100 FI
=] [ ] Cordex ¢ Plant Cordex CXCM1 SNMP Alpha 192.188.1.104 s
=] @ Lineage DC Plant Linsage 5PS SNMP GE 192.168.1.103 W
(=] ° Servato BMS BMS Servato SNMP Servate 192.188.1.101 T
=] ] String 1 BMS PBT 5C4 Contralier SNMP Phoenix Broadand Technalogies 182.168.1.102 T
=] [ ] tring 2 BMS PBT SC4 Contraller SNMP Phoenix Broadband Technologies 192.168.1.102 @
| vweb accons |
o L] NetSure NCU 2100 DC Plant NetSure NCU SNMP Vertiv 192.168.1.108 -
0w <« B
2. In the next screen, you should see the data points in green.
—  i0 DATA SOURCES | Dashboard ATLLab-1 (0sP)iomini  OIGERCLEN Mg

[NetSure NCU 2100] : DC Plant - Vertiv - NetSure NCU

Mnemonic Data Point Description Binary Status Actions Last Update
01:47.01 PM

S7AI1 0C Plant Voltage fs ) O] 0709124
—~ 12:47.01 PM

S7A12 DC Plant Current L% D 07/09/24

. e 014734 PM
STAI3 DC Plant Temp #1 - @ 07/09/24

. 014803 PM
STAl4 DC Plant Temp £2 c o 07/00/24

L]
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3.2 TRAP FOWARDING

1. Log into the iO interface and, on the homepage, click on the “Trap Forwarding”
icon.

2. In the Destination tab, make sure that the destination IP and SNMP
configurations are correct. Click on “Test” to send an SNMP TRAP to the NOC to
validate the communication between the iO and the NOC.

3. Inthe Source tab, create the source (BMS and DC Plant Controller) and make
sure that the TRAPs are sent to the correct destinations.

4. Use the BMS or DC Plant Controller to generate a test trap to validate that the
Trap Forwarding is working.

L)
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4 LDAP CONFIGURATION

4.1 LDAP

1. Log into the iO interface and, on the homepage, click on the “Settings” icon
followed by clicking on “Security.”

2. Inthe LDAP tab, click on “test connection” in the Hosts section. The LDAP server
current host should be green, which means that the iO was able to successfully
establish a connection between the iO and the LDAP Server.

H 03:55:47 PM
io SETTINGS ATL Lab-1 (OSP) IO mini 07/08/24 E

4568

User Search Settings

Local Distant Group DN

Supenisor

3. Click on the iO icon at the top right and log out.

ATL Lab-1 (OSP) iO mini 10:38:17 AM @

07/11/24

Administrator
ATL Lab-1 (OSP) IO mini

USER PROFILE

LOG OUT

4. On the login page, use LDAP credentials to login to the iO web interfaces.

L)
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Table 7: LDAP Username Attribute

Username
Nomenclature

Attribute Type

Firsthame.Lastname
Ex. John.Doe

EmailAddress@domain.com

sAMAccountName

userPrincipalName )
Ex. John.Doe@johndoe.com

Firstname Lastname
Ex. John Doe

name

5. Validate the access level for the different user groups.

Poucradty 143 PLATFORM
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5 INSTALLATION AND COMMISSIONING

CHECKLIST

You can test the installation of the iO mini with the following checklist:

QUESTIONS Y/N

Are the frame grounds connected?

Is the power feed connected?

Were the cables prepared to ensure there are no bare-ended power cables?
Are there any loose cables and are all cables attached or tie-wrapped together?
Are all mounting screws tightened?

Is the iO mini POWER/FAIL LED on the front panel solid green?

Are the cable designations clear and self-explanatory?

Is the unit’s IP address labeled?

Have the distribution fuse locations been assigned and designated?

Are all measurement readings calibrated?

Is the polarity for each input signal correct?

L)
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